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Abstract
In most DHT-based peer-to-peer systems, objects are totally declustered since such systems use a hash function to distribute objects evenly. However, such an object de-clustering can result in signiﬁcant ineﬃciencies in advanced access operations such as multi-dimensional range queries, continuous updates, etc, which are common in many emerging peer-to-peer
applications. In this paper, we propose CISS (Cooperative Information Sharing System), a framework that supports eﬃcient object clustering for DHT-based peer-to-peer applications. CISS uses a Locality Preserving Function (LPF) instead
of a hash function, thereby achieving a high level of clustering without requiring any changes to existing DHT implementations. To maximize the beneﬁt of object clustering, CISS provides eﬃcient routing protocols for multi-dimensional range
queries and continuous updates. Furthermore, our cluster-preserving load balancing schemes distribute loads without hotspots while preserving the object clustering property. We demonstrate the performance beneﬁts of CISS through extensive
simulation.
 2006 Elsevier B.V. All rights reserved.
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Distributed Hash Tables (DHTs) [31,33,36,38]
have been receiving a lot of attention as a scalable
and eﬃcient infrastructure for Internet-scale data
management [24,27]. DHT organizes highly distributed and loosely coupled peer nodes into a peer-topeer network. Such a P2P network makes it possible
for users to store and query over a massive number
of objects. DHT has already been adopted in many
P2P systems including wide-area ﬁle systems [10,26]
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and Internet-scale query processors [15,17]. These
DHT-based systems eﬃciently support basic access
operations such as Put (key, object) and Get
(key), and thus simple P2P applications can be
developed easily with such basic operations.
However, many emerging P2P applications
require advanced access operations such as
multi-dimensional range queries, continuous updates,
similarity searches, aggregation, etc, which access a
set of semantically related objects in parallel or in
sequence, rather than performing separate accesses
for individual objects. As an example, consider massively multiplayer online games (MMOGs). Each
player continuously queries the game status of
nearby players in a virtual world, which can be treated as multi-dimensional range queries. These range
queries access a set of closely located players in
parallel. Meanwhile, streams of updates such as
players’ locations and status [5,19] are intensively
generated. Due to players’ continuous movements
in the virtual world, a sequence of successive
updates is semantically close [23]. Similar situations
occur in P2P auctions. They also intensively generate a high number of range queries and updates
which access highly related objects over multiple
attributes, e.g., interest area queries [29].
As opposed to basic operations, advanced access
operations cannot be eﬃciently supported by existing DHT-based systems. We observe that this is
mainly due to the de-clustering nature of the DHTs.
In DHT-based systems, objects are totally declustered since such systems use a hash function to distribute objects evenly across diﬀerent peer nodes.
Even highly co-related objects are spread over different peer nodes, which makes it diﬃcult to access
related objects in parallel or in sequence. Consider a
multi-dimensional range query as an example. With
DHTs, resolving the query requires a number of
lookup operations. Although it searches for semantically related objects, each key value in the query
range should be enumerated and individually
searched for via a separate DHT lookup. A similar
situation occurs with continuous updates. DHT
lookups have to be performed for every object
update to locate the corresponding peer node.
In this paper, we propose CISS (Cooperative
Information Sharing System), a novel framework
that supports eﬃcient object clustering for DHTbased P2P applications. As the de-clustering nature
of the DHT is the source of its limitation, CISS provides the clustering property to DHT to match the
need of emerging P2P applications and signiﬁcantly
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improves the eﬃciency of advanced access operations. For example, in multi-dimensional range queries, a group of semantically related objects can be
accessed via a single DHT lookup. Hence, the number of DHT lookups can be greatly reduced. In
addition, only a small number of nodes are involved
in query processing. CISS also can take advantage
of semantic closeness in a sequence of object
updates. Since semantically related objects are clustered, continuous updates can be routed to the same
peer node without performing additional DHT
lookups. Thus, the number of lookups and the
latency of update routing can be considerably
reduced. Such a performance improvement is often
critical for many online P2P applications, such as
those mentioned above. Harnessing CISS, the P2P
applications will provide a faster response to users
than using the original DHTs alone.
To provide an eﬃcient framework for object
clustering over DHTs, CISS addresses several technical challenges. First, CISS provides a Locality
Preserving Function (LPF) as its object distribution
function. Using the LPF instead of a hashing function, it achieves a high degree of object clustering
without requiring any changes to existing DHT
implementations. Furthermore, it performs multidimensional clustering as objects are generally composed of multiple attributes and also accessed by
using multi-dimensional keys. For the LPF, we provide a key encoding scheme which constructs a key
from multiple attributes of an object while preserving locality. The encoding scheme considers diﬀerent data types of diﬀerent attributes and further
applies the Hilbert Space Filling Curve (SFC).
Second, to maximize its beneﬁt, CISS provides
eﬃcient routing protocols. In this paper, we concentrate on two important access operations, i.e., multidimensional range queries and continuous updates,
as discussed in the examples above. To route
multi-dimensional range queries eﬃciently, we
propose a forwarding-based query routing protocol.
By forwarding a query to succeeding peer nodes,
the protocol prevents the possibility of query
congestion in a peer node while reducing the number of costly DHT lookups. To route continuous
updates eﬃciently, we also propose a caching-based
update routing protocol. The routing protocol does
not perform additional lookups if streams of
updates belong to the key range of the mostrecently-searched peer node, signiﬁcantly reducing
update routing overhead. We consider these operations as representative of advanced operations in the
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sense that the former accesses a group of objects in
parallel and the latter in sequence. We expect many
other operations can be constructed as combinations and/or variations of the two.
Third, CISS addresses the issue of load imbalance
which naturally results from clustering and provides a
cluster preserving load balancing policy. While the
idea of clustering forms the basis for supporting
advanced operations, it conﬂicts with an important
concept of the original DHTs, i.e., achieving scalability by de-clustering objects across peer nodes.
Thus, with skewed distribution of queries and
objects, the system may easily result in serious load
imbalance and hence hotspots. To prevent hotspots,
load balancing must be performed. More importantly, the object clustering property must be preserved even after load balancing. CISS addresses
this challenge with two load balancing schemes,
i.e., local- and global-handover.
The rest of the paper is organized as follows.
Section 2 reviews related work in the area of
DHT-based P2P systems. In Section 3, we describe
the architecture of CISS. In Section 4, we explain
technical issues faced in realizing CISS, including
LPF, query and update routing protocols, and
cluster-preserving load balancing schemes. Section
5 presents results from simulation studies of CISS.
Finally, Section 6 concludes our work.
2. Related work
In this section, we compare CISS with other
DHT-based P2P systems. Other than DHT-based
P2P systems, we could consider unstructured P2P
systems such as Gnutella [44] and Freenet [45]. They
basically use a ﬂooding-based approach for object
lookups. Thus, they incur heavy network and system overhead [31,36]. Moreover, it is quite diﬃcult
for these systems to provide guaranteed lookup
performance in any senses [4]. Consequently, we
do not consider an unstructured P2P system as a
suitable base system for P2P applications which
require eﬃcient support for advanced access operations.
To the best of our knowledge, CISS is the ﬁrst
attempt to provide an eﬃcient clustering framework
for advanced access operations over DHT. Some
studies on range queries [1,6,14,20,25,32,34] exist
and can be considered as a limited attempt for
one-dimensional clustering. CISS is diﬀerent from
those research works in that it supports multidimensional clustering and addresses related issues

more thoroughly. Thus, CISS is more eﬃcient in
providing advanced access operations, e.g., multidimensional range queries and continuous updates.
In addition, CISS addresses the load imbalance
problem that arises from object clustering. As mentioned before, the concept of object clustering conﬂicts with the main idea of the original DHTs,
and may easily result in serious load imbalance.
We think that an eﬀective clustering framework
should importantly consider the issues related to
this conﬂict between clustering and the DHT. While
there are some studies [7,10,30,36] related to load
balancing in DHT-based P2P systems, their contexts are only on basic lookup operations under
the original DHT that uses consistent hashing.
In [1,34], the authors extend CAN [31] for range
queries assuming one-dimensional clustering by
using query ﬂooding techniques. In [14,20], the
authors proposed a newly designed range addressable P2P network instead of utilizing existing
DHT implementations. CLASH [25] and PHT [32]
apply an extensible hashing technique over DHT.
They eﬃciently achieve adaptive object clustering
as well as support range queries. However, basic
access operations require multiple DHT lookups,
O(log(D)) times where D is the maximum key depth.
All these research works handled range queries and
clustering in one-dimensional space.
Several research works [6,12,35] tried to provide
multi-dimensional range queries over DHT.
Mercury [6] supports multi-dimensional range queries based on one-dimensional object clustering. It
constructs a separate DHT for each attribute. In
order to reduce the number of DHT lookups, a
query is sent only to the DHT of the attribute with
the lowest query selectivity. However, since it still
based on one-dimensional clustering, many objects
which are irrelevant to the given multi-dimensional
range query may be accessed, resulting in degradation of the overall performance [28]. Furthermore,
Mercury can be very ineﬃcient when updates are
frequent since updates need to be sent to all DHTs
for correct query processing.
Squid [35] supports multi-dimensional range queries over DHT by using the Hilbert Space Filling
Curve (SFC). It reduces the number of DHT lookups for query processing by recursively reﬁning queries. However, it may easily incur severe query
congestion over some peer nodes matching high
order bits of the queries and thus limit the overall
scalability of the whole system. To balance loads
among diﬀerent peer nodes, they apply the virtual

J. Lee et al. / Computer Networks 51 (2007) 1072–1094

sever-based scheme [7,10,30,36] which was developed for original DHTs. However, such direct
application of the virtual-server based approach
may much disturb object clustering. This is mainly
because physical peer nodes can manage non-contiguous key ranges, i.e., multiple virtual servers.
Ganesan et al. [12] proposed multi-dimensional
range query routing schemes based on a Space Filling Curve (SFC) and a k-d tree. The SFC-based
scheme is similar to our prior work [22]. However,
it only assumes a skip graph [3,16] as its underlying
DHT without considering other DHT structures.
The k-d tree-based scheme yields better object clustering than the SFC-based one in high dimensional
spaces. However, it is only applicable to CAN [31].
In addition, it is diﬃcult to achieve load balancing
in such a tree-based approach as the authors point
out.
Recently, Ganesan et al. [13] proposed an online
scheme to balance storage space taken by peer
nodes in the context of P2P databases. That is, the
scheme tries to evenly distribute data tuples to peer
nodes, thereby guaranteeing the storage imbalance
ratio to be under a constant value, e.g., 4.24. However, it cannot be adopted to balance the overall
loads of a system as it only handles the imbalance
of storage space. Note that the overloaded nodes
may fail or provide poor service, limiting the overall
scalability of the whole system. In CISS, overloaded
nodes are quickly relieved by dynamically detecting
load state and performing cluster-preserving load
balancing. In addition, we show experimentally that
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the proposed load balancing scheme hardly aﬀects
the lookup performance of the underlying DHT.
3. System architecture
CISS is a three-tier system as shown in Fig. 1.
Such an architecture is similar to existing DHTbased P2P systems [10,17,26]. The CISS mediates
between a P2P application and a DHT, supporting
an eﬃcient object clustering.
To use CISS, a P2P application developer ﬁrst has
to describe the object model, of the application. The
object model, such as key attributes, attribute
names, data types, and auxiliary meta-data information, is described in a schema. The schema is used for
the key encoding (see Section 4.1 for several schema
examples). Then, a P2P application can issue queries
as well as updates to CISS by using a simple conjunctive normal form interface (see Table 1).
CISS consists of client and server modules. The
client module of CISS takes the updates or queries
Table 1
Interfaces for DHT and CISS
DHT

CISS

Lookup(key)
! IP address
Join (node
identiﬁer)
Leave( )

Update: (A1 = value) ^ (A2 = value) ^   
Query: PredicateA1 ^ PredicateA2 ^   
Predicate = Attribute
Operator Value
Operator = {>, <, P, 6, =}

P2P Applications (MMOGs, P2P auctions, etc)
CISS
Client module

Query
Requestor

Server module

Repository

Query
Respondent

LPF
Data
Sender

Load
Balancer

Distributed HashTable (DHT)
Di
Fig. 1. CISS architecture.

Data
Receiver
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which are generated from P2P applications. It then
routes them to rendezvous peer nodes for processing. The client module utilizes an LPF to encode
multiple attributes of an object to a key. This key
is used to perform a DHT lookup to search for a
rendezvous peer node in the P2P network. The
server module of CISS stores objects to its repository and processes incoming queries. It returns
matched results to requesting peer nodes. The load
balancer in the server module takes charge of cluster-preserving load balancing. CISS use a leave followed by a join style load balancing scheme which is
supported by most underlying DHTs. Thus, load
balancer interacts with DHT for leaves and joins
as well as DHT lookups.
While the DHT is a scalable and eﬃcient solution
for many Internet-scale applications, it is seriously
limited in supporting advanced access operations.
Our observation is that clustering is an important
property to overcome such limitation of the DHT.
However, as mentioned, clustering conﬂicts with
the original idea of DHT. Hence, a naı¨ve attempt
to provide clustering on DHTs deprives a system
of the advantage of the DHTs, e.g., resilience to
skewed distribution of objects and queries, and easily results in hotspots and limited scalability. CISS
in cooperation with its underlying DHT layer gives
scalability and eﬃciency upon the advanced operations. CISS framework ﬁrst provides a LPF for
object clustering, eﬃcient protocols for query and
update routing, and further load balancing schemes
which can eﬃciently support above mentioned operations. Technical details of CISS are described in
Section 4.
CISS utilizes DHT as a basic lookup layer.
DHT [31,33,36,38] organizes highly distributed
and loosely coupled peer nodes into a P2P network
for storing and querying a massive number of
objects. In a DHT environment, not only the
placement of objects on nodes, but also the join
and leave of nodes in the P2P network can be done
eﬃciently without any global knowledge. As an
underlying lookup layer, CISS uses a one-dimensional DHT such as Chord [36], Pastry [33] and
Tapestry [38]. It is mainly for performance reason1;
1

In general, the lookup performance of DHTs which support
one-dimensional lookup is O(log S) where S is the number of
nodes. However, that of CAN is O(dS1/d) when d-dimension is
used. Thus, the lookup performance of CAN is much worse
unless d is very high, e.g., 20 when S is 106. This is demonstrated
through extensive simulations in [12].

while there are DHTs supporting multi-dimensional lookups such as CAN [31], the one-dimensional DHTs show much better performance for
basic lookup operations. Fig. 2 shows Chord as
an example of the DHT. In the ﬁgure, ﬁve peer
nodes cooperatively manage a 4-bit key space.
Each node has a unique node identiﬁer and is
responsible for the key range between itself and
its predecessor.
From the standpoint of object lookup in the P2P
network, DHT has two attractive characteristics.
First, DHT enables content-based search over a
large number of distributed objects. An object is
encoded as an N-bit key based on its contents,
e.g., attribute values. Upon an update or a query
for the same object, the same N-bit key is generated.
Hence, the update and query are routed to the same
rendezvous peer node. As such, the content-based
search is eﬃciently achieved through this rendezvous point approach with a small number of
messages. Second, DHT enables eﬃcient object
lookup. Given an object, lookups proceed in a
multi-hop fashion; each node maintains information
(IP addresses) about a small number of other nodes
(neighbors) and forwards the lookup message recursively to the node whose ID is closest to the key of
the given object. DHT theoretically ensures that the
rendezvous peer node for the object is located in
O(log S) hops, where S is the number of peer nodes
in the P2P network.
4. Technical issues
4.1. Locality preserving function (LPF)
To support object clustering in CISS, we newly
develop a LPF which generates the key of an object
used for lookup and routing with an underlying
DHT. As previously mentioned, a key is generated
considering the application schema speciﬁed by the
application developer. The schema contains numerical parameters used for key encoding, e.g., D (the
number of key attributes), minimum and maximum
values of Numerical attributes and d (hierarchy
depth) of String attributes.
Let us consider two sample schemas shown in
Figs. 3(b) and 4(b). Fig. 3(b) shows the schema of
a MMOG. From the MMOG, the location of an
avatar is determined by (x, y) coordinates in 2-D
space. The minimum and maximum values of x
and y are set to 0 and 100, respectively, just as an
example for the ease of explanation. In practice,
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Fig. 2. DHT example (Chord).

Fig. 3. MMOGs. (a) Queries in a MMOG and (b) schema for a MMOG.

USA
US
…Wyoming
Alabama …New
…
York …
Albany …
…White Plains

Name

location=USA.New York. White Plains.79 North Broadway
product =Electronics.Computer.HP.Inkjet Printer

Electronics

..IBM

Audio …Computer …VTR

HP

Catalogs

Type

Key

Location

String

hierarchy depth=4

Yes

Product

String

hierarchy depth=4

Yes

Phone
number

String

hierarchy depth=4

No

Date

DATE

minimum=00/01/01
maximum=99/12/31

No

Fig. 4. P2P auctions. (a) Queries in a P2P auction and (b) schema for a P2P auction.

the range is highly variable depending on games and
will be much larger. Fig. 4(b) describes the schema
of a P2P auction. From the P2P auction, it is very
common to search for item sets with range queries
using location and product category [29]. Based on

this scenario, D is set to 2. The hierarchical depth,
d values of Product and Location are set to 4, just
as a simple example. The d values of Product and
Location also vary depending on the item catalog
and the address system of a country.
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Note that P2P application developers must
consider the following guideline in selecting key
attributes. This is important because only key attributes are used for key encoding among all attributes
of an object. If an attribute is not selected for key
encoding, queries on this attribute must be sent to
all peer nodes. On the other hand, if all attributes
are selected, the beneﬁt of object clustering
decreases; for example, a query for a single attribute
is minutely divided and routed to multiple nodes.
Thus, the selection of key attributes should consider
dominantly issued query types for the greatest
clustering beneﬁt. For example, the developers of
MMOGs may choose two attributes (X and Y locations) because two-dimensional range queries are
dominantly issued (see Fig. 3(a)). Similarly, Location and Product can be selected for P2P auctions
(see Fig. 4(a)).
The LPF constructs the key of an object through
two steps. First, it encodes each attribute value to a
subordinate key. It then maps the generated multiple subordinate keys to a key by using the Hilbert
SFC. Both steps preserve the locality of objects. If
D attributes are determined as key attributes, each
key attribute is encoded to N/D (=M) bits, where
N is the number of bits used in the underlying
DHT implementations, e.g., 160 in Chord and 128
in Pastry. (We can give diﬀerent weights on the
number of bits allocated for diﬀerent key attributes
in the encoding, if the relative densities of the ranges
of diﬀerent key attributes are known apriori.)
Step 1: {(A1 = value) ^ (A2 = value) ^   } !
{bitsA1 ^ bitsA2 ^   } (Subordinate keys)
Step 2: {bitsA1 ^ bitsA2 ^   } ! N-bit key of
object(A1: Attribute 1, A2: Attribute
2, . . .)
Step 1: Subordinate key encoding – the LPF classiﬁes data types of attributes into Numeric and
String types, and applies diﬀerent encoding schemes
for each. We explain each encoding scheme with
examples.
The encoding scheme for the Numeric type handles int, long, float, double and DATE datatypes. In our example, the MMOG uses attributes
of Numeric type, i.e., X and Y locations. For subordinate key encoding of Numeric type, each attribute
value is simply rescaled by multiplying a coeﬃcient,
(2M  minimum)/(maximum  minimum), where
minimum and maximum are deﬁned in the schema.

For example, the two attribute and value pairs, i.e.,
{x = 60 ^ y = 70} are encoded to {x = 1010 ^
y = 1011} if M = 4. In the same way, the twodimensional range query {(30 < x < 60) ^ (20 <
y < 90)} in Fig. 3(a) is encoded to {(0101 < x
< 1110) ^ (0011 < y < 1110)}. Attribute clustering
is well preserved as the numeric type is a total
ordered set.
For the String type, we propose a hash-concatenation encoding scheme. The P2P auction in
Fig. 4(b) uses two attributes of string type, Location
and Product, as their key attributes. The values of
the attributes are represented using a hierarchical
naming structure as follows.

A1: Location = USA.New York.White Plains.
79 North Broadway
(‘‘USA’’ is the value of the topmost level in the
hierarchy, ‘‘New York’’ is the second highest
and so on)
A2: Product = Electronics.Computer.HP.Inkjet Printer
(‘‘Electronics’’ is the value of the topmost level
in the hierarchy, ‘‘Computer’’ is the second
highest and so on)
In P2P auctions, range queries like Q1 and Q2 in
Fig. 4(a) are dominantly issued.2 As in Q1 and Q2,
queries with wild cards in one or more levels in the
naming hierarchy are common. We consider that
queries with partial string matching in a middle level
of the hierarchy, e.g., USA.N*.White Plains, are
unusual. Hence, clustering according to the hierarchy is suﬃcient, and that between similar string
values in the same level is not necessary.
The hash-concatenation scheme hashes the value
of each level in the hierarchy into M/d bits, where d
is the hierarchy depth, which is deﬁned in the
schema. It then concatenates the hashed values
one after another. To hash a variable-length string
value of each level to a ﬁxed-length bit representation, a modiﬁed SHA-1 [36] hash function is used.3

2
Although String type keyword queries such as ‘‘%keyword%’’
are popular in P2P ﬁle sharing, we do not tackle such queries
because they do not beneﬁt from object clustering.
3
SHA-1 [36] hashes a string to the randomized 160-bits. Each
level’s string has to be hashed to M/d bits which are less than 160.
Thus, just the M/d preﬁx bits of SHA-1 are used as a hashed
value.
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0101

0110

11

1001

1010

1079

111
110

1
10

01

10 0100
01

1011
0111

1000

0010

1101

0

011
1100

0011

101
100

010
001

11

00

0

00

0000

1

0001

00

01

1110

10

1111

11

000
000 001 010 011 100 101 110 111

Fig. 5. Hilbert SFC. (a) First order, (b) second order and (c) third order.

Queries are also encoded in the same way. The
encoding examples are shown below when M is 80
and d is 4. Each string in the hierarchy is hashed
to 20 bits.
A1: Location = USA.New York.White Plains.
79 North Broadway ! h20(USA)Æh20(New York) Æ
h20(White Plains) Æ h20(79 North Broadway)
A2: Product = Electronics.Computer.HP.Inkjet
Printer ! h20(Electronics)Æh20(Computer) Æ h20
(HP) Æ h20(Inkjet Printer)

Q1: Location = h20(USA) Æ h20(New York) Æ
h20(Albany)*^
Product = h20(Electronics) Æ
h20(Computer) Æ h20(HP)*
Q2: Location = h20(USA) Æ
h20(New York) Æ
h20(White Plains)*^
Product = * (* means a wild card)
The proposed hash-concatenation scheme realizes cluster preserving encoding as follows. First, a
variable-length string is encoded to ﬁxed-length bits
by hashing. Second, locality is preserved by concatenation. Bit keys with similar hierarchical strings
are closely clustered.
Unfortunately, previous string-to-bit encoding
schemes such as serial numbering and preﬁx encoding [5,35] are not feasible in peer-to-peer computing
environments. The serial numbering scheme, which
stores all mappings from strings to serial numbers,
cannot add new values easily. If new values in the
hierarchy are added, all peer nodes have to update
their mapping function. Also, preﬁx encoding cannot categorize variable length strings well. Due to

limited bit length, this scheme encodes only the preﬁx characters of a string. Thus, objects are not clustered well according to their hierarchy.
Step 2: Mapping multiple subordinate keys to an
N-bit key and preserving multi-dimensional clustering
– Many schemes have been studied to map a multidimensional key to a one-dimensional key. A Space
Filling Curve (SFC) [2] is a well-known scheme for
this purpose. There are diﬀerent SFCs such as the
z-ordering, the Gray code, and the Hilbert SFC.
In CISS, we use the Hilbert SFC because it has
superior clustering properties [18].
The Hilbert SFC is deﬁned recursively. Fig. 5
shows the recursive construction of the Hilbert
SFC in a two-dimensional space.4 It begins with
the ﬁrst order approximation as in Fig. 5(a). For
higher order approximations, each cube is divided
into four sub-cubes, and the previous order approximation is replicated into each sub-cube. Then, the
lower left sub-cube is rotated 90 clockwise and
the lower right one, 90 counter-clockwise. The
direction of traversal of both lower sub-cubes is
reversed. The two upper sub-cubes neither rotate
nor change direction of traversal. Given a twodimensional key which consists of two b-bit keys,
e.g., {x, y}, a one-dimensional key of 2b-bits can
be generated from the bth order approximation of
the Hilbert SFC (see [18] for details). For instance,
the two-dimensional key which consists of two 4bit keys, {x = 1010 ^ y = 1011}, is mapped to an
8-bit key, 10001011 using the 4th order approximation of the two-dimensional Hilbert SFC.
The Hilbert SFC nicely preserves locality. The
points which are close to each other in a multidimensional space are mapped to the points which

4

The Hilbert SFC in d-dimensional space (d > 2) is constructed
in a similar way.
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Forwarding-based query routing protocol: In
CISS, a multi-dimensional range query involves
multiple contiguous key ranges, i.e., multiple clusters. In order to reduce the number of DHT lookups, CISS only looks up the nodes corresponding
to the ﬁrst key of each cluster. Then, the query is
simply forwarded to succeeding peer nodes until
all relevant objects are retrieved.
See Fig. 6 as an example. A node S3 issues a
multi-dimensional range query (10*, *). The query
is mapped to the two dotted clusters in the gray area
in Fig. 6(a). The ﬁrst key of each cluster is calculated with the previously described LPF; they are
100000 and 110100, respectively. The query requester S3 searches for the matching peer nodes

are close along the SFC. Thus, a multi-dimensional
range is mapped to a few contiguous segments of
the SFC, i.e., clusters. For example, in Fig. 6(a), a
two-dimensional range (10*, *) is mapped to only
two clusters. We utilize this property for eﬃcient
multi-dimensional range query routing to reduce
the number of DHT lookups.
4.2. Eﬃcient routing protocols for range queries
and updates
To take the most beneﬁt from object clustering,
CISS supports two eﬃcient routing protocols: a forwarding-based query routing protocol and a caching-based update routing protocol.
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Fig. 6. Forwarding-based query routing protocol. (a) A query (10*, *), (b) a DHT-based P2P network, (c) a query (101, *), (d) a DHTbased P2P network.
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corresponding to the two keys via DHT lookups.
Then, it sends the query to the located nodes, i.e.,
S5 and S7. In particular, the peer S7 forwards the
delivered query to S8 since the delivered query range
is larger than its covering key range. The query
respondents, which receive the query, generate
results and send them back to the query requester.
In this way, a multi-dimensional query can be eﬃciently resolved by cluster-based lookup and retrieval, avoiding separate lookups for each object.
CISS further improves the eﬃciency of query
routing via cluster grouping. That is, a group of
clusters is treated as a single unit in the routing process as long as the clusters share the DHT routing
paths. Consider that a node S receives a range query
which is mapped to a sequence of clusters,
hC1, . . . , Cni, 1 6 n. In the sequence, the clusters
are sorted in their increasing order of key ranges.
That is, for each cluster Ci and Ci+1, 1 6 i 6 n  1,
the values in the key range of Ci+1 is larger than
those of Ci.. Then, the node S partitions the clusters
into multiple sub-sequences, where each subsequence is composed of the clusters which share
the same node as their next hop.5 Then, each subsequence, say, hCi, . . . , Cki, 1 6 i 6 k 6 n, is routed
to the same next hop as a group via a single message. The next hop then receives the sub-sequence,
hCi, . . . , Cki. This node may be the target of some
clusters in the subsequence, say Ci, Ci+1, . . . , Cj, for
some j, i 6 j 6 k. If so, this node handles the matching clusters, i.e., Ci, Ci+1, . . . , Cj. It may be the case
that the last matching cluster, i.e., Cj, may not be
fully covered by the target node. If so, query forwarding should be performed as explained. For
the rest, it partitions the sequence hCj+1, . . . , Cki as
before and route each sub-sequence to the next
hop. This process is repeated until all clusters reach
their target nodes.
Fig. 6(c) and (d) shows an example. A node S3
issues a multi-dimensional range query (101, *). As
shown in the gray area of Fig. 6(c), the query is
mapped to the ﬁve dotted clusters: A, B, C, D and
E. Fig. 6(d) shows that clusters A and B are covered
by S5, and C and D are by S7. Hence, each pair can
be resolved by a single DHT lookup, which results
in three lookups for all ﬁve clusters.
In Squid [35], the authors suggested a mechanism
to resolve multi-dimensional keywords and range
5
Given a key, i.e., the ﬁrst key of a cluster, the next hop is the
node whose ID is closest to the key among the entries in the DHT
routing table [31,33,36,38].
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queries by embedding a tree structure into a P2P
network. This mechanism reduces the number of
DHT lookups by recursively reﬁning queries
through the embedded tree. However, all queries
should be initially routed to the peer node corresponding to the root of the tree. Thus, the peer
easily becomes a congestion point and a single point
of failure. However, the proposed forwarding-based
query routing protocol in CISS does not incur such
a query congestion problem while supporting eﬃcient query processing with a small number of
DHT lookups. In addition, the recursive reﬁnement
in Squid is somewhat sequential in that it traverses
the embedded tree in a top-down fashion. Diﬀerent
from Squid, CISS can reduce the overall latency to
ﬁnish the query resolving as it performs the DHT
lookups for clusters in parallel.
Caching-based update routing protocol: In many
P2P applications, successive updates often highly
correlated with each other. That is, a sequence of
updates shows high locality [23]. In CISS, we
develop a caching-based update routing protocol
on top of the object clustering to take advantage
of such locality and further improve the system
performance. Consider a MMOG as an example.
A subsection of the virtual world is managed by a
peer node via object clustering. Each player usually
spends a signiﬁcant amount of time in a given subsection, and therefore a number of successive
updates generated by the player will belong to the
same peer node with a high probability.
As shown in Fig. 7, the CISS client in each peer
node implements a key range cache. It caches the
key range of the most recently searched rendezvous
node. Thus, the CISS client does not perform additional DHT lookups if an incoming update belongs
to the cached key range (cache hit). In Section 5.1.2,
we measure the hit ratio of the key range cache to
quantify and show the performance beneﬁt of our
update routing protocol. The measurement has been
performed by varying the degree of data mobility to
see its impact to the hit ratio.
The cached key ranges in CISS clients can be
stale due to the repartition of key ranges by node
leaves or joins. In order to maintain strong consistency of the cached key ranges, a server invalidation
mechanism is used [8,9,21]. Assume that a client
sends an update to the CISS server of a wrong peer
node due to a stale key range. The CISS server
checks whether each update from a client falls in
its current key range or not. Only when the update
does not belong to its key range, it sends back an
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Fig. 7. Caching-based update routing protocol.

invalidation message to the requesting client. After
receiving the invalidation message, the client performs a DHT lookup to locate a correct server.
Then, it re-sends the lost update from a buﬀer to
the correct server. We expect that the cached key
range is fresh in most updates since node leaves or
joins do not frequently occur compared to updates.
Therefore, we think a small number of invalidation
messages are enough to maintain the strong consistency of the key range cache.
4.3. Cluster-preserving load balancing
A basic idea of a DHT-based P2P network is to
evenly distribute objects and requests to peer nodes
across the network. This is achieved by the consistent hashing adopted in DHTs. Due to the resulting
de-clustering, even a skewed distribution of objects
or references is well balanced among diﬀerent peer
nodes. Hence, it is not likely that a system suﬀers
from imbalance or hotspot in some parts. However,
clustering semantically related objects collides with
the idea of such a consistent hashing and even distribution of queries and objects. Hence, a skewed distribution of queries and objects may easily result in
signiﬁcant load imbalance. Hence, an eﬀective
object clustering framework should provide an
eﬀective load balancing scheme to resolve possible
imbalance problem. What is important is that the
load balancing scheme should preserve the object
clustering property. CISS supports two cluster-preserving load balancing schemes: local-handover and
global-handover.
Local-Handover: The overloaded node hands
over a part of its own key range to one of its predecessor or successor. Fig. 8 shows an example of a

local-handover. When node B gets overloaded, it
hands over a part of its key range to its predecessor
node A or successor node C as follows. If A is
selected to take the load of B, A leaves the P2P network and joins closer to B so as to take the part of
B’s key range.6 This reduces the key range which B
must manage. Similarly, C can take B’s load. After
the local-handover is performed, each node still
manages a contiguous key range. Thus, object clustering is preserved. However, cascading load propagation may occur as a result of the handover. For
instance, A may become overloaded and need to
perform local-handover since it has to take over a
portion of B’s load as well as its original one.
Similarly, predecessors (i.e., E, D, . . .) may become
overloaded succeedingly if a local-handover is
performed.
Global-Handover: To alleviate the above mentioned shortcoming, we propose the global-handover. In this scheme, an overloaded node hands
over a part of its key range to a non-neighbor node
called victim node. After probing some randomly
selected nodes in a P2P network, the most lightly
loaded node is selected as a victim node. The victim
node leaves from the network and hands over its
entire key range to one of its neighbor nodes. Note
that the leave of the victim node must not cause its
successor node to be overloaded. If the sum of the
successor node’s current load and the victim node’s
load is larger than the successor’s capacity, the next
lightly loaded node is decided as a victim node.
Fig. 9 shows an example. If node D is selected as
a victim node, D leaves and then joins the network

6

Node A does not leave the network physically. It just moves
closer to B to take over a part of B’s key range. For this purpose,
CISS call a leave and a join function of DHT simultaneously after
transferring objects.
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Table 2
Load balancing cost

DHT routing table update
Victim probing
Load information collection
Object transfer

Local-handover

Global-handover

•
•
•
•

•
•
•
•
+

O(log S) messages
None
2 neighbors
From the overloaded node
to the neighbor node

A
E

B
D ( v ictim node)

C
Fig. 9. Global-handover.

as a predecessor of B and takes over a contiguous
sub-range of B. Note that object clustering is still
preserved in all nodes including E. Also, there is
no possibility of cascading load propagation.
For load balancing operations, each node maintains load information. A node divides its own key
range into multiple sub-ranges and maintains load
information for each sub-range. A sub-range is the
basic unit for handover. Each node periodically
measures the number of requests imposed on each
sub-range. The load of a node is the sum of each
sub-range’s load. If the load is larger than its capacity, the node considers itself overloaded and performs load balancing.
The cost of the load balancing schemes is summarized in Table 2. It can be decomposed to four
parts, i.e., the cost for DHT routing table update,
that for victim probing, load information collection
and lastly the cost for object transfer. The cost for
updating the routing tables is the same for both
local- and global-handover. For both cases, one
leave and join of a node occur, incurring O(log S)
messages. Upon a node leave or join, some nodes
which have an entry for the node in their DHT routing tables should update the entry. In a network
with S peer nodes, each node is listed in the routing
tables of O(log S) peer nodes, and thus the number
of nodes that need to be updated is O(log S). Hence,

O(log S) messages
k DHT lookups
k victims
From the overloaded node to the victim node
From the victim node to the successor of victim node

a node leave or join naturally results in O(log S)
messages.7 In global handover, k DHT lookups
for victim probing are required, and then the load
information is collected from the k selected nodes.
In contrast, victim probing is not necessary in
local-handover since load information can be
directly collected from the successor and predecessor which are already known. The cost for object
transfer can be measured as the number of objects
transferred and their sizes. For local-handover, the
transfer occurs from the overloaded node to neighbor nodes. Similarly, in global-handover, transfer
occurs between the overloaded node and the
selected victim node. However, the global-handover
requires additional object transfers; the victim node
needs to hand over its objects to its successor node
beforehand. To minimize the load balancing cost,
CISS prefers the local-handover and performs the
global-handover only when cascading load propagation is expected.
Performing the proposed load balancing schemes
may cause uneven range partition over peer nodes.
Such an uneven range partition might aﬀect the
lookup performance of underlying DHT since basic
DHTs assume evenly partitioned ranges by using
the consistent hashing. Through extensive simulations in Section 5.2.3, we show that our load balancing schemes have negligible side eﬀect on the lookup
performance of the underlying DHT.
5. Performance evaluation
In this section, we demonstrate the performance
beneﬁts of CISS through extensive simulation studies. For the simulation, we have implemented a
C++-based simulation engine which includes the
Hilbert SFC-based LPF, the core functions of the

7

While Pastry [33] and Tapestry [38] take O(log S) messages for
a leave or a join, basic Chord [36] needs O(log2 S) messages.
However, it also has a sophisticate mechanism to take O(log S)
messages.
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Table 3
Notation of 2-dimensional range queries according to selectivity
Notation
Selectivity
Type

Q1
224
Q(4, 4)

Q2
221
Q(4, 3)

Q3
218
Q(3, 3)

Q4
218
Q(4, 2)

Q5
215
Q(3, 2)

CISS client and server module, and the Chordbased DHT network. We evaluate the proposed
query and update routing protocols and cluster-preserving load balancing schemes of CISS. We take
account of diverse approaches for comparison.
For the evaluation of query and update routing protocols, we consider two diﬀerent methods, i.e., original DHT-based P2P systems [10,17,26] and Squid
[35]. Also for the load balancing experiments, we
make comparison with the virtual server-based
method [7,10,30,36]. To see the side eﬀect of the
clustering framework to the basic DHT lookup,
we consider two representative types of DHTs,
namely, skip-list based (Chord [36]) and tree-based
DHTs (Pastry [33]).

Q6
215
Q(4, 1)

Q7
212
Q(2, 2)

Q8
212
Q(3, 1)

Q9
29
Q(2, 1)

Q10
26
Q(1, 1)

our simulation, each attribute is encoded using 12bits, and thus the strings in each level are encoded
to 3-bits. We generate all possible query types.
For example,
• Q(4, 4): Queries with both attributes having speciﬁc values in all four levels of the hierarchy,
e.g., (location: USA.New York.White Plains.79
North Broadway, product: Electronics. Computer.HP.Inkjet Printer)
• Q(4, 3): Queries with the ﬁrst attribute having
speciﬁc values in all four levels and the other
attribute having values only in the top three
levels, e.g., (location: USA.New York.White
Plains.79 North Broadway, product: Electronics.
Computer.HP.*)

5.1. Query and update routing protocols
To analyze the performance of query and update
routing protocols, we have performed the simulations with diﬀerent number of nodes in a P2P network. The identiﬁer of each node is randomly
generated. We assume that there is neither node
leave nor join to exclude the eﬀects of dynamic
topology changes.
5.1.1. Multi-dimensional range query performance
We evaluate the performance of multi-dimensional range query routing with 2-dimensional and
3-dimensional range queries. To generate multidimensional range queries, we consider a P2P
auction as an example scenario. As a performance
metric, the number of DHT lookups for query
routing is used. For CISS, we test two types of query
routing schemes: one with per-cluster lookup and the
other with cluster-grouping. For comparison, we also
evaluate DHT-based systems [10,17,26] which use a
consistent hash function and Squid [35] which uses
the recursive reﬁnement based on Hilbert SFC.
5.1.1.1. Evaluating 2-dimensional range queries. To
evaluate 2-dimensional range queries, we regard
that a P2P auction uses two key attributes, Location
and Product, which are String types consisting of
four levels. Since the LPF constructs 24-bit keys in

The other types of queries, i.e., Q(4, 2), Q(4, 1),
Q(3, 3), Q(3, 2), Q(3, 1), Q(2, 2), Q(2, 1), and
Q(1, 1), are similarly generated. In order to generalize the above queries, we calculate the selectivity8 of
the queries, which is deﬁned as the ratio of the hypercubic fraction covered by a query over entire data
space (0 6 selectivity 6 1). A query with a large
selectivity means that the query retrieves objects
from a large area in the data space. We denote the
queries with a subscript in the increasing order of
their selectivity as shown in Table 3.
Fig. 10(a) shows the average number of DHT
lookups for ten types of queries for three diﬀerent
approaches. Three solid lines in the ﬁgure show
the performances with CISS. The solid line labelled
with a number is the case of using the per-cluster
lookup. In this case, the number of DHT lookups
does not depend on the selectivity of queries, but
on the shape of queries. That is, the shape of queries
is a main factor for determining the number of clusters. For example, queries like Q1, Q3, Q7 and Q10
are mapped to just one cluster on the Hilbert
SFC, and thus a single DHT lookup is suﬃcient.
8

To select a set of queries which can generally represent multidimensional range queries is very diﬃcult. We use a way which is
commonly adopted for performance study in many research
works in database community [12,34].
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Fig. 10. Evaluation of 2-dimensional range queries: (a) # of DHT lookups and (b) # of forwarding messages.

Meanwhile, the number of nodes in a P2P network
does not aﬀect the number of lookups. The other
two solid lines show the performances when using
the cluster-grouping, one for the case with 103 nodes
in the network and the other with 105 nodes.
Regarding the query shapes, CISS with the cluster-grouping shows the similar behaviours as shown
with the per-cluster lookup. However, the former
achieves much better performance than the latter.
This performance improvement gets larger as the
number of peer nodes in the network decreases. This
is because a node manages a relatively larger portion of the key range in a small-sized network,
potentially covering multiple clusters.
In the case of using a hash function, the number
of DHT lookups signiﬁcantly increases with the
selectivity of queries. As shown in the ﬁgure, CISS
outperforms the hash-based case by orders of magnitude. Even in the worst cases such as Q2, Q4 and
Q6, CISS is much better than the hash-based
approach. Such beneﬁt of CISS stems primarily
from object clustering.
The two dotted lines in the ﬁgure show the performances of Squid. As mentioned in Section 4.2,
Squid reduces the number of DHT lookups by
recursively reﬁning queries through the embedded
tree. However, a signiﬁcant problem related to its
performance is that all queries should be resolved
starting from the same peer node. Thus, some peer
nodes in the high level of the tree easily become congestion points or hotspots, seriously limiting the
performance of the whole system. Such a congestion
problem does not occur in CISS.
In Squid also, the number of DHT lookups
increases with the selectivity of queries. In general,
a larger selectivity means that more number of

branches in the embedded tree involves with the
query. It results in more recursive reﬁnements,
hence more DHT lookups. More interestingly, the
number of DHT lookups increases with the number
of peer nodes in the P2P network. When there are a
small number of nodes, each node manages
relatively large portion of key space. In this situation, each node manages several clusters associated
with a query region. Thus, the recursive reﬁnement
in Squid can resolve multiple clusters by visiting a
target node. However, this beneﬁt diminishes as
the number of peer nodes increases. Consider a
P2P network with a large number of peer nodes.
Only one cluster may reside in a peer node, or even
one cluster may span over multiple peer nodes. This
requires the recursive reﬁnement to be executed to
the deeper level of the embedded tree. Moreover,
some intermediary nodes, e.g., the non-leaf nodes
of the tree, are visited in the process of recursive
reﬁnement, which does not occur in CISS. The number of visits to such intermediary nodes can be often
high compared to the number cluster to retrieve.
Consequently, CISS with per-cluster lookup is more
eﬃcient than Squid when the number of nodes in a
P2P network is large. When using the cluster-grouping, CISS is superior to Squid in all query types even
with the small number of nodes.
Fig. 10(b) shows the average number of query forwarding messages in CISS. The number of forwarding messages is the same for both the per-cluster
lookup and the cluster-grouping. As shown in the
ﬁgure, query forwarding is not needed in most cases,
i.e., Q1 through Q9 in the case with 103 nodes and Q1
through Q6 with 105 nodes. The other types of
queries, which have a high selectivity, require query
forwarding since the query range is larger than the
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key range of peer nodes. Also, the number of messages for query forwarding increases with the number of nodes in a P2P network since the key range
size of a node becomes smaller. However, query forwarding is much cheaper than a DHT lookup.
5.1.1.2. Evaluating 3-dimensional range queries. To
evaluate 3-dimensional range queries, we regard
that the P2P auction uses three key attributes, i.e.,
location, product, and phone number, all String
types consisting of four levels. Since the LPF constructs 24-bit keys in our simulation, each attribute
is encoded using 8-bits, and thus each level’s String
is encoded to 2-bits. Similar to the 2-dimensional
case, we generate all possible query types, i.e., 20
types. We also calculate the selectivity of the queries
and denote the queries with a subscript in the
increasing order of their selectivity as shown in
Table 4.
Fig. 11(a) shows the average number of DHT
lookups for the 20 types of queries for three diﬀerent approaches. Fig. 11(b) shows the average number of query forwarding messages in CISS.
Generally, the results show similar patterns to the
cases of 2-dimensional range queries. The main dif-

ference is that CISS and Squid require more DHT
lookups. This is because more clusters are generated
in a higher dimensional SFC with the same value of
selectivity. For example, when using the per-cluster
lookup, the maximum number of DHT lookups in
CISS increases from 192 to 1224 while that in Squid
increases from 9241 to 13,318. However, CISS still
outperforms the hash-based approach by orders of
magnitude. Comparing CISS with Squid, its superiority slightly decreases if the per-cluster lookup is
used. In the case of 2-dimensional queries with 105
nodes, CISS is worse than Squid with two query
types, i.e., Q4 and Q6, among 10 types, which is
20% of query types. In the case of 3-dimensional
range queries, CISS is worse than Squid with 105
nodes in six types, i.e., Q6, Q7, Q9, Q10, Q13, and
Q16, among 20 types, which is 30%. However, CISS
still shows better performance in 13 query types, i.e.,
65%. With the cluster-grouping, CISS is superior to
Squid regardless of query types and the number of
nodes as in the 2-dimensional case.
5.1.2. Update performance
To simulate continuous updates, we use an
MMOG scenario. Each node generates the continuous

Table 4
Notation of 3-dimensional range queries according to selectivity
Notation
Selectivity
Type

Q1
224
Q(4, 4, 4)

Q2
222
Q(4, 4, 3)

Q3
220
Q(4, 3, 3)

Q4
220
Q(4, 4, 2)

Q5
218
Q(3, 3, 3)

Q6
218
Q(4, 3, 2)

Q7
218
Q(4, 4, 1)

Q8
216
Q(3, 3, 2)

Q9
216
Q(4, 2, 2)

Q10
216
Q(4, 3, 1)

Notation
Selectivity
Type

Q11
214
Q(3, 2, 2)

Q12
214
Q(3, 3, 1)

Q13
214
Q(4, 2, 1)

Q14
212
Q(2, 2, 2)

Q15
212
Q(3, 2, 1)

Q16
212
Q(4, 1, 1)

Q17
210
Q(2, 2, 1)

Q18
210
Q(3, 1, 1)

Q19
28
Q(2, 1, 1)

Q20
26
Q(1, 1, 1)
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updates based on a ‘‘mobile avatar’’ model. An avatar is the representation of a player’s character in a
virtual game world. The mobile avatars are designed
to wander a [0, 212] · [0, 212] square virtual world
based on the ns-2 random waypoint mobility model
[5,11]. They update their location every 125 ms
(for comparison, the ﬁrst-person shooting game,
Quake II [43] updates an avatar’s location every
50 ms). A location consists of two attributes: x
and y coordinates. Before updating its location,
each mobile avatar checks whether its current location is in the cached key range. If a cache miss
occurs, it looks up the node that is responsible for
its current location. The simulation runs for 300 s
with three P2P network topologies: 103, 104 and
105 nodes. As a performance metric, we measure
the hit ratio of the key range cache.
Fig. 12 shows the average hit ratio of the key
range cache as a function of mobility values. A
mobility value of 1 means that an avatar can move
at most one pixel in the virtual world during an
update period. As shown in the ﬁgure, our update
routing protocol signiﬁcantly reduces the number
of lookups for location updates (by up to 93% with
105 nodes). Since the range of mobile avatar movement is much smaller than the range managed by
the responsible server, the hit ratio is high with
low mobility values. The larger the mobility value,
the lower the hit ratio. However, the update routing
protocol still achieves a 35% hit ratio with 105 nodes
even with a high mobility value of 256, i.e., 6.25% of
side length of the virtual world. Fig. 12 also shows
the hit ratio of three diﬀerent sizes of network.
The key range managed by each node increases as
the number of peer nodes decreases. Thus, the hit
ratio is the highest in the case with 103 nodes.

100

Hit ratio(%)

80

60

40
CISS (103 )
CISS (104 )
CISS (105 )

20

0
1

4

16

64

Mobility (movement/update, log-scale)

Fig. 12. Hit ratio of the key range cache.
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5.2. Load balancing
5.2.1. The eﬀectiveness and cost of load balancing
schemes
We consider a MMOG scenario to evaluate our
load balancing schemes. In MMOGs, a huge number of avatars, i.e., players’ characters wander
around from place to place and interact with each
other in a virtual world assuming a real or fantasy
world. For instance, 300 K players concurrently
play in the same virtual world while two million
players are registered in popular MMOGs, e.g.,
Lineage [41] and World of Warcraft [42]. In such
a large-scale MMOG environment, multiple servers
cooperatively manage the state of a game, which is
typically composed of game players’ status in a virtual world. Game clients frequently request two
types of primitive operations to servers. First, they
inquire the game state over nearby regions of the
virtual world, which can be treated as two-dimensional range queries. They also continuously generate streams of updates to the game state, e.g.,
players’ locations and interaction messages. Meanwhile, players can be easily crowded in a speciﬁc
region of the virtual world, which potentially incurs
hotspots in the corresponding MMOG servers and
thus requires load balancing.
Based on the above real MMOG scenario, we set
up a simple simulation environment as follows. The
server modules of peer nodes cooperatively act as
game servers. Also, each server module manages
the zone which is a partial region of the virtual
world. The client module of a node corresponds to
a game player. We regard that the player’ mobile
avatar is the object which is stored in the corresponding server module. Each player periodically
updates the avatar’s attributes, i.e., the location in
the [0, 212] · [0, 212] square virtual world.
To determine whether the server module of a
node is overloaded or not, each node maintains load
information by dividing its own key range into 64
sub-ranges. Each node measures its load by counting the number of location updates during every
240 s period. If the total load is larger than node
capacity, i.e., 1000, the node is considered as overloaded, and then it performs load balancing. The
number of overloaded nodes is counted every load
checking period.
To simulate load imbalance among peer nodes,
we generate the situation where many avatars stay
in a speciﬁc region. In particular, avatars are densely located around the point (0, 0) and sparely

1088

J. Lee et al. / Computer Networks 51 (2007) 1072–1094

2
|W|=24%
|W|=48%
|W|=72%

25

α = 0.3

α = 0.6

α = 0.9

20

15

10

5

0

Total number of handovers per node

The ratio of overload nodes (%)

30

Global-Handover
Local-Handover

1.5

α = 0.3

α = 0.6

α = 0.9

1

0.5

0
0

40 80 120 160 0

40 80 120 160 0

40 80 120 160

Time (minute)

|W|=24% 48% 72%

|W|=24% 48% 72%

|W|=24% 48% 72%

Fig. 13. Eﬀectiveness of load balancing for skewed workloads: (a) Ratio of overloaded nodes and (b) total number of handovers per node.

located around the point (212, 212) in the virtual
world. Such skewed x and y location data are generated by using a Zipf distribution,9 which has probability density function (PDF) xa where a is a
constant less than 1. We apply three diﬀerent workloads: a value of 0.3, 0.6 and 0.9. The larger the a
value, the more skewed the distribution. Also, we
vary workload size by changing update rates, i.e.,
1, 2 and 3 updates/s. The workload size, jWj corresponds to 24%, 48% and 72% of the capacity of each
node, e.g., 1/s · 240 s/1000 = 24%. Note that nodes
are uniformly distributed at the beginning of each
simulation. Each simulation is performed for
200 min, and the total number of nodes is ﬁxed to
104.
We measure two performance metrics of load
balancing schemes. First, we measure the eﬀectiveness of load balancing, which consists of the ratio
of overloaded nodes over time and the total number
of handovers performed until balanced. We regard
that the whole system is well balanced with high
probability when the ratio of overloaded nodes is
less than 1%. Second, we measure the cost of load
balancing, i.e., message overhead and object transfer
overhead.
Fig. 13(a) shows the ratio of overloaded nodes
over time. For all skewed workloads, a hotspot
region is rapidly developed right after a workload
is applied and thus the ratio of overloaded nodes
increases very quickly, e.g., 25% for a = 0.3 and
9
The zipf is a well-known high-skewed distribution. If a P 0.9,
it is very highly skewed. If a is 0, the distribution is uniform
distribution.

jWj = 72%. However, it decreases sharply and is
stabilized to near 0% by our load balancing
schemes. Fig. 13(b) shows the total number of handovers per node until loads are balanced. For all
skewed workloads, it is less than two, which is a reasonably small number. The results shown in
Fig. 13(a) and (b) demonstrate that the proposed
load balancing schemes work eﬀectively even for
skewed workloads.
It is worth taking a close look at the graphs in
Fig. 13 to better understand the underlying behaviour of the system. First, with the same skewness
of workload, the number of initially overloaded
nodes increases as the workload size increases (see
Fig. 13(a)). Thus, the total number of handovers
per node increases as shown in Fig. 13(b).
Second, the total number of handovers increases
with workload skewness. However, its amount of
change varies with workload size. That is, with
small workload sizes, e.g., jWj = 24% and 48%,
the number of handovers increases with the skewness. (See the change of heights of graphs for diﬀerent a values in Fig. 13(b).) However, with a large
workload size, e.g., jWj = 72%, the number does
not increase. The detailed reason is as follows.
When the workload size is small, the number of initially overloaded nodes is similar even though workload skewness increases. (This can be seen in
Fig. 13(a)) Also, we can conjecture that the overloaded nodes are more highly loaded in the highly
skewed case. Thus, the overloaded nodes under
more skewed workloads perform more handovers
to be stabilized, thereby increasing the total number
of handovers per node. In contrast, with a large
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representing an event type. Also, we assume the
256 bytes of load information message which contains the load values of 64 sub-ranges; the value is
represented by a 4-byte integer. Therefore, the volume of messages per both local- and global-handover is small (<4KB), and hence the message cost
is not signiﬁcant.
Fig. 14(b) shows the object transfer overhead,
i.e., the average number of objects transferred per
handover under diﬀerent workload sizes and skewness. As expected, a global handover transfers more
objects than a local handover. In all cases, the number of objects transferred per handover is less than
20 (0.2% of the total objects). In general, the object
transfer overhead highly depends on the object
sizes.
Let us see the graphs in Fig. 14(b) more closely.
First, as the workload size increases, the average
number of transferred objects decreases. It is
because the load given to each object gets larger
with a high update rate, thereby a large workload
size. Thus, transferring a small number of objects
has a relatively big impact in decreasing the load
level. Second, the number of transferred objects
increases with workload skewness. However, its
amount of change varies with workload size. That
is, with a small workload size, e.g., jWj = 24% or
48%, the number of transferred objects increases
with the skewness. (See the change of heights of
graphs for diﬀerent a values in Fig. 14(b).) However,
with a large workload size, e.g., jWj = 72%, the
number does not increase.
Such a delicate trend is because our method tries
to avoid cascading load propagation. As mentioned
before, overloaded nodes are more heavily loaded

Average number of objects transferred per handover

workload size, the number of initially overloaded
nodes decreases with skewness. (See again
Fig. 13(a).) We also can conjecture that the overloaded nodes are more highly loaded in the highly
skewed case. Therefore, the total number of handovers becomes almost same even though workload
skewness increases.
An interesting observation is that the ratio of global handover compared to local handover increases
with the workload skewness. It is because, with a
highly skewed workload, multiple adjacent nodes
in the hotspot get overloaded at the same time.
Therefore, the overloaded nodes prefer to perform
global-handovers since local-handovers may cause
cascading load propagation.
Fig. 14 shows the cost of the load balancing
schemes. First, Fig. 14(a) summarizes the message
overhead, i.e., the average number and volume of
messages per handover. We do not explicitly simulate leaves, joins and lookups in DHT during a
local- or global-handover. Rather, we examine the
number of messages upon those events. Theoretically, O(log S) messages are generated upon a leave,
a join or a lookup, where S is the number of nodes.
However, it is known that (1/2 log S) messages are
generated in average [37]. Based on the above fact,
we derive the average number of generated messages
for DHT routing table updates due to a leave followed by a join, i.e., 13.29. Due to victim probing,
a global-handover additionally generates 53.16 messages in average. In our simulation, we set S to 104
and k to 8. In addition, we estimate the size of DHT
message and load information message. For a DHT
message, 25 bytes are reasonable since a DHT message contains only an N-bit key and a message tag
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with a more highly skewed workload. Thus, with
small workload sizes, a handover transfers more
objects as the skewness increases. In contrast, when
the workload size is large, the load caused by an
object gets large. Thus, transferring even a small
number of objects shifts a large amount of load.
Since our load balancing method avoids cascading
load propagation, the number of objects transferred
is limited even though the skewness increases.
5.2.2. Comparison with virtual server-based methods
In order to show the beneﬁt of the proposed cluster-preserving load balancing method, we compare
it with the virtual server-based load balancing
method [7,10,30,36]. In the simulation with the
virtual server-based method, the number of virtual
servers which can be allocated to a physical peer
node is set to 2, 5, and log N, where N is the total
number of physical peer nodes [7,10,30,36]. We
randomly assign a node identiﬁer to each virtual server. This is to enforce the virtual servers disperse to
diﬀerent physical nodes. Thus, the whole key space
is partitioned to, at the maximum, 2N, 5N and
N log N virtual nodes. For a meaningful comparison
with CISS, the virtual server-based method has been
adapted for range query and update processing.
We examine how well the clusters are preserved
with the two methods by comparing two metrics,
i.e., the number of peer nodes involving in processing a range query and the hit ratio of the key range
cache for updates. These metrics are measured
assuming that two load balancing methods have
been applied to the systems. The skewed key range
arrangements after load balancing is simulated with
the key range distribution following the Zip distribution with a of 0.7.

Fig. 15 presents the number of nodes required for
processing a query. For this, we randomly generate
5000 queries of Q7 type, which has been described in
Section 5.1.1.1. As shown in Fig. 15(a), more peer
nodes involve in processing a query with the virtual
server-based method than with CISS. This is
because the key ranges are more partitioned in the
virtual server-based method. As the number of virtual server per a physical node increases, the key
range of each virtual server becomes shorter and
the number of nodes for processing a query
increases.
Fig. 15(b) compares the two in terms of the
cumulative density function (CDF). With no more
than ﬁve nodes, more than 70% of the queries are
resolved in CISS, while merely 20% are resolved in
the virtual server-based method. In conclusion, the
proposed cluster-preserving approach better maintains object clustering, and thus better support
range query processing.
Fig. 16 shows the hit ratio of the key range
caches. Each simulation follows the previous
MMOG scenario in Section 5.1.2 for its update
workload, and runs for 5000 s. Fig. 16(a) shows that
the average hit ratio with CISS is higher than that
with the virtual server-based method. It is because
key range in CISS is much longer than that in the
virtual server-based method. Fig. 16(b) compares
the two in terms of cumulative density function
(CDF) of the average hit ratio. No more than 1%
of nodes in CISS show less than 60% of hit ratio,
whereas 15% show less than 60% of hit ratio in
the virtual server-based method. In conclusion,
CISS also outperforms the virtual server-based
method in update processing by better preserving
object clustering.
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5.2.3. Side eﬀect on DHT lookup performance
In this section, we identify the side eﬀect of load
balancing on DHT lookup performance. As mentioned before, performing cluster-preserving load
balancing may cause highly uneven key range distribution among peer nodes. Such an uneven range
partition might aﬀect the basic lookup performance
of the underlying DHT since a DHT originally
assumes evenly partitioned ranges by using a consistent hashing.
To analyze the side eﬀect, we consider two types
of DHT models: one with skiplist-like routing and
the other with tree-like routing, which are representative DHT models supporting one-dimensional
lookups [4]. As mentioned, CISS is designed to
run on top of any DHTs supporting one-dimensional lookups. Chord [36] is chosen for skiplist-like
routing, and Pastry [33] is for tree-like routing. For

simulation, we extend the basic Chord code available from [39]. For Pastry code, we use SimPastry
[40] with b of 4 and L of 8.
To simulate a skewed distribution of range sizes,
the key ranges are assigned using a Zipf distribution. We also use the same distribution for the query
workload, i.e., key lookup. As a metric for DHT
lookup performance, we measure the number of
hops needed to resolve a DHT lookup. We present
the simulation results for three Zipf distributions
with diﬀerent skew parameters and also a uniform
distribution for comparison.
Fig. 17 shows results for Chord. In Fig. 17(a), the
average number of hops needed for a DHT lookup
increases logarithmically with the number of nodes
for both uniform and skewed distributions.
Basically, a DHT lookup in Chord can be resolved
with O(log S) messages, where S is the number of
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Fig. 18. Pastry: (a) average number of hops and (b) PDF of the number of hops.

nodes in the network. The result shown in the ﬁgure
supports such a logarithmic hop routing performance. Also, with the same number of nodes, the
average number of hops slightly increases with the
skewness. However, the diﬀerence between the uniform and the skewed cases is not considerable and
remains constant, i.e., almost one hop. Fig. 17(b)
presents the probability density function (PDF) of
the number of hops where the total number of
nodes is 212. In the cases with skewed distribution,
the maximum number of hops is larger than that
with the uniform distribution. However, it is no
more than 18 hops even in the worst case and 13
hops with a 99th percentile.
Fig. 18 shows results with Pastry as the underlying DHT. Fig. 18(a) presents that, as in Fig. 17(a),
the average number of hops increases logarithmically with the number of nodes for uniform and
skewed distributions. Also, the diﬀerence between
uniform and skewed distributions is very small.
The result approximates the expected hop of Pastry,
log2b S. Fig. 18(b) presents the PDF. Although the
peak PDF value decreases and the tail increases
slightly as the skewness increases, the maximum
number of hops is 6 regardless of the skewness. In
conclusion, we expect that uneven range partition
due to the load balancing does not have much eﬀect
on the lookup performance when using Chord or
Pastry as an underlying DHT.
6. Conclusion
In this paper, we have presented CISS, a framework for eﬃcient object clustering for DHT-based
P2P applications. While DHTs [31,33,36,38] have a

high potential as a scalable infrastructure for
Internet-scale data management, it is still deﬁcient
in supporting advanced access operations such
as multi-dimensional range queries or continuous
updates. It is mainly because it organizes objects in a
highly declustered fashion. The proposed framework
eﬀectively supports object clustering, complimenting
such deﬁciency of the DHT-based approach. As
semantically related objects are clustered, multiple
key values can be searched for via a single DHT
lookup, thereby eﬃciently supporting range queries.
It is also advantageous upon continuous updates as
successive updates are often semantically close.
Therefore, the cost as well as the latency of range queries and updates can be considerably reduced.
CISS addresses several technical challenges, i.e.,
Locality Preserving Function, query and update
routing protocols, and cluster-preserving load balancing. A high level of object clustering is achieved
by using the LPF on top of the existing DHTs without requiring much change to the DHTs. Eﬃcient
query and update routing protocols maximize the
beneﬁt of object clustering by signiﬁcantly reducing
the number of DHT lookups. The load balancing
schemes well distribute loads among peer nodes
while preserving the clustering property.
Our extensive simulation studies show that CISS
is very beneﬁcial to support advanced access operations. Also, the cluster-preserving load balancing
works well even under highly skewed workload,
and has negligible side eﬀects on the lookup performance of underlying DHT. We believe that CISS
forms an important building block to eﬃciently support DHT-based P2P applications with advanced
access operations.
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